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The Design and Implementation of a RSA Moduar Exponentiator
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Abstract:  The rapid advance in communication technology brings a request for cryptoprocessors of higher performance. In the
design of the RSA modular exponentiator, the Montgomery modular multiplication algorihm and the right to left binary method are used
and modiied considering large bit modular multiplication and VLSI implementation. A Carry Save Adder sructure is used in the modur
lar multiplier, to avoid the long carry propagation. We propose a Signal Multr Backup strategy to resolve the problem of large loads that
are caused by the signal broadcasting of laige bit operation structures.
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Function MontPro(A ,4B, N ) Begin
S:=0;qo:= 0;
Fori:= 0to n+ 3 do Begin
S:=(S+ ¢gix N+ a;x4B)diw2;
gi+1:= S mod 2;
End;
Return S ;
End;
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Function Monkxp-RL (M, e, N) Begin
P: = MontPro( constC, M, N ) ;
R: = MontPro( constC, 1, N) ; { Mapping }

Fori: = Oto k- 1 do Begin { Exponentiaion)
if (e;= 1) then Begin
R: = MonPro(R, P, N); { Multiplication}

End;
P: = MoniPro(P,P,N);{Sqaring)
End
R: = MontPro(1, R, N ); { Re— Mapping}
Retum R ;
End;
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